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This statement is based on materials aYailable on or before September 21st, 2021

In 2018 and recentl\ in 2021, M3AAWG and APWG condXcted sXrYe\s of c\ber
inYestigators and anti-abXse serYice proYiders to determine the impact of the ICANN
implementation of the EU GDPR, the Temporar\ Specification for gTLD Registration Data
(Temporar\ Specification, adopted in Ma\ 2018).

On JXne 8, 2021 M3AAWG and APWG pXblished a report containing the resXlts of the 2021
sXrYe\. OXr sXrYe\ resXlts indicate that changes to WHOIS access continXe to significantl\1

impede c\ber applications and forensic inYestigations and thXs caXse harm to Yictims of
phishing, malZare or other c\ber attacks.

WHOIS records are an essential resoXrce Xsed b\ c\bersecXrit\ e[perts, laZ enforcement
agents, blocklist proYiders and others to attribXte criminal actiYit\, Xnderstand malZare
campaigns, flag malicioXs domains, and more. While Xsers of the WHOIS tend to Xse the
s\stem for different reasons, tZo Xse cases seem Zorth highlighting:

1) InYestigators Xse the WHOIS to find information on specific domain names, for
e[ample Zhen the\ identif\ a coXnterfeit shopfront, after receiYing an abXse report,
or to better Xnderstand or categori]e traffic patterns.

2) InYestigators also Xse large nXmbers of WHOIS data to detect patterns of abXse, and
to associate malicioXs domains Zith each other, as Zell as malZare, phishing, or
spam campaigns.

The WHOIS s\stem is crXcial for LaZ Enforcement and C\bersecXrit\ e[perts. For e[ample,
criminals regXlarl\ register large nXmbers of domains in bXlk, often in batches of hXndreds or
thoXsands of names at the same time. The pXrpose of bXlk registrations is to make attacks
resilient from discoYer\ or to complicate mitigation: criminals Zill distribXte attacks across
man\ domains, or the\ Zill sZiftl\ sZitch to neZ, alread\-registered names from their earlier
bXlk orders Zhen criminal domains are identified. While not all c\bercrimes and attacks
reqXire large nXmbers of qXickl\ replaceable names, this approach is common.

1 https://ZZZ.m3aaZg.org/WhoisSXrYe\2021-06



To respond  to c\bercriminals that leYerage bXlk bX\ing and bXlk resoXrce Xse, inYestigators
qXer\ WHOIS data constantl\ and at all times to detect patterns. Registrant as Zell as
technical data can be Xsed to identif\ sets of likel\ malicioXs domains based on their
association Zith alread\ knoZn bad domains or knoZn records: names, email addresses,
telephone nXmbers are likel\ to be the same for domains Xsed b\ the same criminal groXp
or same campaign, Zhile bXlk orders might also present e[tremel\ similar time stamps.
When matches are foXnd, domains can be anal\]ed or added to Zatchlists. If other criteria
indicating abXse are satisfied, these defenders and blocklist proYiders might also add these
names to a blocklist.

Specificall\, the sXrYe\ responses indicate that ICANN's Temporar\ Specification, in itself an
interpretation of the GDPR, combined Zith the Yar\ing implementations b\ the contracted
parties, haYe significantl\ redXced the Xtilit\ of registrant information, i.e. the data
traditionall\ serYed Zith the WHOIS protocol. Redactions are inconsistent, error-prone, and
be\ond Zhat is legall\ reqXired. In combination, these factors caXse considerable problems2

for c\bersecXrit\ and pXblic safet\ actors: tZo-thirds of the 2021 M3AAWG and APWG
sXrYe\ [the sXrYe\] respondents indicate that their abilit\ to detect malicioXs domains has3

decreased. The Temporar\ Specification and its implementation b\ Contracted Parties also
introdXces considerable dela\s, as inYestigators haYe to reqXest access to redacted data on
a case-b\-case basis bXt eYen more so becaXse contracted parties often take a long time to
respond. OYer 60% of the sXrYe\ respondents see aYerage Zait times of more than a Zeek.
FolloZing these long Zaits, inYestigators' efforts are XsXall\ in Yain: oXr respondents report
that reqXests are being ignored, denied, or ansZered Zith fake data. With limited or no
access to WHOIS data, inYestigators strXggle to identif\ perpetrators and are Xnable to pXt
an end to those criminal campaigns: a pertXrbing 70% of oXr 2021 respondents see their
inYestigations negatiYel\ affected and that threats cannot be addressed in a timel\ manner.

The resXlting dela\s and roadblocks simplif\ the actiYities of attackers and criminals,
prolonging their ZindoZs of opportXnit\ to caXse harm dXring c\bercrime actiYities sXch as
phishing and ransomZare distribXtion. Essentiall\, eYer\ criminal actiYit\ that in some Za\
relies on the DNS is made easier becaXse ke\ parties cannot access releYant information
qXickl\ enoXgh, if at all. ContinXing lack of access for ke\ parties, inclXding c\bersecXrit\
professionals and pXblic safet\ and secXrit\, Zill caXse harm to the pXblic good and the
internet as a Zhole. The ICANN organi]ation, board, and commXnit\ haYe a responsibilit\ to
resolYe this issXe.

OXr report indicates there are three issXes that ICANN mXst address:

1. ICANN mXst reqXire that access to releYant data like contact data of legal persons is
readil\ aYailable Zhile protecting natXral persons' priYac\.

2. ICANN mXst establish a fXnctional s\stem of registrant data access for trXsted or
accredited parties; sXch a s\stem needs to be Zorkable for c\bersecXrit\
professionals and laZ enforcement in terms of time dela\s and administratiYe
bXrden, and shoXld inclXde strict priYac\ and secXrit\ controls.

3 https://ZZZ.m3aaZg.org/WhoisSXrYe\2021-06

2 LX, Chao\i, et al. "From WHOIS to WHOWAS: A Large-Scale MeasXrement StXd\ of Domain
Registration PriYac\ Xnder the GDPR." (2021), p.14.



3. ICANN polic\ mXst proYide Zorkable solXtions for both, sporadic WHOIS Xsers Zho
make relatiYel\ feZ reqXests, as Zell as bXlk Xsers Zho Xse data-driYen approaches
for blocklisting.

The pXblic interest for priYac\ as Zell as the pXblic interest in inYestigating abXse both e[ist
bXt are cXrrentl\ oXt of balance, as the needs of secXrit\ researchers and laZ enforcement
are not being addressed.  In order to address this imbalance, M3AAWG and APWG haYe
identified the reqXirement of a trXsted access mechanism for qXalified stakeholders to this4

irreplaceable resoXrce Zhile maintaining and improYing the qXalit\ of data accessed Yia
pXblic WHOIS.

TUXVWed AcceVV

1. RecRPPeQdaWiRQ: ICANN mXst establish a fXnctional s\stem of access to all noZ
redacted fields for trXsted parties, accommodating both bXlk Xsers and those pXtting
in manXal reqXests.

CRQVideUaWiRQ: The EXropean Data Protection Board (EDPB) specificall\
states in a letter to ICANN that "data can be made aYailable to third parties
Zho haYe a legitimate interest in haYing access" giYen that safegXards are in
place.5

CRQVideUaWiRQ: The s\stem needs to be Zorkable for all stakeholders,
inclXding c\bersecXrit\ professionals and laZ enforcement.

CRQVideUaWiRQ: TrXsted access mXst significantl\ redXce time dela\s and
administratiYe bXrden; most c\bercriminal schemes are profitable and do
most harm dXring the first feZ hoXrs, sometimes da\s.

CRQVideUaWiRQ: TrXsted access shoXld be global and XninterrXpted. The
process of indiYidXall\ reqXesting data is not Zorkable for c\bersecXrit\
professionals, man\ of Zhom sXpport the pXblic good of a safe and secXre
internet.

CRQVideUaWiRQ: TrXsted access shoXld also proYide Xnrestricted access to all
pXblicl\ aYailable data.

PXblic AcceVV

2. RecRPPeQdaWiRQ: All contact data of legal persons mXst be pXblicl\ readil\
aYailable.

CRQVideUaWiRQ: NatXral persons' priYac\ is protected bXt there are no blanket
protections for legal persons.

5 https://edpb.eXropa.eX/sites/defaXlt/files/files/neZs/icann_letter_en.pdf

4 As oXtlined b\ the ALAC minorit\ statement on the EPDP Phase 2A report, ICANN receiYed
gXidance from the EXropean Data Protection Board that sXch a s\stem ZoXld be "reasonable", \et
that "this adYice Zas ignored b\ the EPDP".
(https://gnso.icann.org/sites/defaXlt/files/file/field-file-attach/epdp-phase-2a-Xpdated-final-report-03sep
21-en.pdf)



3. RecRPPeQdaWiRQ: ICANN shoXld reqXire the creation of fXnctional and Zorkable
solXtions for contacting registrants that are easil\ accessible and aXtomatable.

CRQVideUaWiRQ: The Xse of pseXdon\m email addresses is a tried and tested
solXtion, Zhile online forms are less accessible and sometimes XnZorkable in
practice.

CRQVideUaWiRQ: Legitimate resoXrces are sometimes compromised and
abXsed. Mitigation ma\ reqXire timel\ and fXnctional correspondence Zith the
resoXrce oZner. It is not alZa\s necessar\ to learn Zho the\ are.

4. RecRPPeQdaWiRQ: All non-personal data shoXld be readil\ aYailable and pXblicl\
Yisible.

CRQVideUaWiRQ: A notice procedXre shoXld be established, informing
registrants in adYance Zhich data fields ZoXld be Yisible. Notices to keep
these data Xp to date are alread\ being sent oXt.

5. RecRPPeQdaWiRQ: ProYide measXres for correlation so that indiYidXals ZithoXt
access to the trXsted access scheme can perform basic anal\sis of registrant data
ZithoXt impacting on indiYidXals' priYac\.

CRQVideUaWiRQ: While not sXitable for c\bersecXrit\ and laZ enforcement,
hashing and reYerse search proYides anon\moXs, basic fXnctionalit\ for6

researchers, alloZing comparison and identification of identical data across
records.

CRQVideUaWiRQ: PseXdon\mi]ation or hashing can be Xsed Zhen this
satisfies operational needs, bXt these technologies Zill not be sXitable for
man\ Xse cases and hence c\bersecXrit\ researchers and laZ enforcement
mXst also be able to access the raZ data.

EnfoUcemenW of RXleV

6. RecRPPeQdaWiRQ: ICANN needs to enforce rXles on registrant data access to
protect indiYidXals, pXblic safet\ and secXrit\.

CRQVideUaWiRQ: In the past, registrant data Zas often harYested in breach of
the Terms of SerYice (ToS) for pXrposes inclXding adYertising, spam, and
fraXd. ICANN mXst act qXickl\ to deal Zith an\ breaches of the ToS not onl\
for trXsted access bXt also for pXblic access to WHOIS data. Onl\ the Xse of
significant and Zell-pXblici]ed penalties Zill engender trXst in the data access
control regime.

6 Hashing alloZs researchers to correlate data fields, Zhich is XsefXl in identif\ing domains that are
registered in bXlk. For e[ample, see proposal to ICANN:
https://ZZZ.icann.org/en/s\stem/files/correspondence/jeYans-to-marb\-et-al-04jXn18-en.pdf



Thank \oX in adYance for \oXr consideration.

Sincerel\,

_________________________                               ____________________________

Am\ Cadagin Peter Cassid\
E[ecXtiYe Director Secretar\ General,
Messaging, MalZare and Member of APWG BoD
Mobile Anti-AbXse Working GroXp Anti-Phishing Working GroXp
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